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time: 8:45-11:45

General

m While making this, you may use the following (unmarked) materials:
- the reader;
- the slides of the lectures;
- the books which are specified as course materials for the module (or copies of the required pages
of said books);
- adictionary.
You may not use any of the following:
- solutions of any exercises published on Blackboard (such as recommended exercises or old tests);
- your own materials (copies of (your) code, solutions of lab assignments, notes of any kind, etc.).

m When you are asked to write Java code, follow code conventions where they are applicable. Failure
to do so may result in point deductions. You do not have to add annotations or comments, unless
explicitly asked to do so.

® No points will be deducted for minor syntax issues such as semicolons, braces and commas in written
code, as long as the intended meaning can be made out from your answer.

m The number of points scored on this test will be taken into account while calculating the final grade.
The formula used to do so can be found in the reader. )

m This test consists of 6 exercises for which a total of 100 points can be scored. The minimal number of
points is zero. Your final grade of this test will be determined by the sum of points obtained for each
exercise.
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Question 1 o points)

We are programming a ticket agency. The following class is given:

/++ Location of a show. =/
public class Location {
/#* Address of the location. =*/
public final String name;
/*+ Number of seats of the location. #*/
public final int capacity;

/** Constructs a new location. #*/

public Location (String name, int capacity) {
this.name = name;
this.capacity = capacity;

a. (4 points) You have been told in the module that fields should always be declared as private.

- Why is this a good practice in general?
- The fields of Location are public. Discuss reasons why this may be appropriate in this case.

b. (4 points) Define an interface Show with the following methods (you may answer this together with
the next subquestion):

A method getPrice that returns the price of a ticket (a double);

- A method getDiscount that returns a price discount percentage for frequent customers (an
int between 0 and 100);

A method setDiscount that sets the discount percentage to a new value;

A method getDiscountPrice that returns the discounted price;

A method getLocation that returns the Location where the show takes place;

A method getCapacity that returns the location capacity, i.e., it’s number of seats (an int).

¢. (8 points) Provide IML specifications for the methods above. Be as complete as you can. (You may
answer this together with the previous subquestion.)

d. (4 points) Define an enumerated type Genre with values for comedy, musical, western and romance.

¢. (4 points) Define an interface TypedsShow that extends Show by additionally maintaining a set of
genres of a show, and providing the following JML-specified methods:

- addGenre which adds a Genre (provided as parameter) to the set;
- getGenres which returns the set of all genres of the Typedshow.

Do not forget to add the requested JML specification!

f. (6 points) Define a class Movie that implements TypedShow. The constructor should initialise (only)
the location and price of a movie.
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Question 2 (1¢ points)

Consider the following (incomplete) classes profile, representing a customer profile at a ticket agency

public class Profile {
/%% Number of booked shows required to be frequent customer. */
public static final int FREQUENT_CUSTOMER = 10;
/*# Name of this profile. x*/
public final String name;
/#** Chosen shows. x*/
private final Set<Show> choices = new HashSet<>();
/** Preferential genres, i.e., which occur in at least one chosen show. x*/
private final Set<Genre> prefs = new HashSet<>();

/*+* Constructs a profile for a given name. */
public Profile(String name) {
this.name = name;

/*+ Adds a show to the choices and preferences of this profile. x/
public boolean addChoice (Show show) {
// To be programmed
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/*% Returns the set of chosen shows. */
public Set<Show> getChoices () {
return choices;

/** Returns the collected preferences in the chosen shows. x*/
public Set<Genre> getPrefs() {
return prefs;

/#*x Tests if this profile represents a frequent customer. #*/
public boolean isFrequent () {
// To be programmed

IS

. (4 points) Program the missing methods addChoice and isFrequent of Profile, taking the fol-
lowing into account:

- The preferences are those genres of which the profile has ever booked a TypedShow;
- A profile represents a frequent customer if the number of chosen shows is as least as large as
FREQUENT_CUSTOMER.

Now consider the (incomplete) class Agency, representing a ticket agency that has a given set of available
shows:

public class Agency {
/#*% Map from shows to number of tickets sold for that show. */
private final Map<Show, Integer> soldMap = new HashMap<> () ;

/%% Adds a show to the ones available through this agency. #*/
public void addShow (Show show) {
// To be programmed
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/%% Returns all shows available through this agency. =/
public Set<Show> getShows () {
// To be programmed

/#+% Books a number of tickets for a given show. x/
public void bookShow(Show show, int tickets) {
soldMap.put (show, soldMap.get (show) + tickets);

/% Returns the number of tickets left for a given show. #*/
/#@ ensures \result >= 0 #*/
public int getSpace (Show show) {

// To be programmed

b. (5 points) What can go wrong in the method bookshow? Add a JML specification that restricts the
usage of the method to those cases where no error can ensue.

c. (6 points) Program the missing methods addShow, getShows and getSpace of Agency, taking into
account that the number tickets left for a show equals the capacity of that show (see the method
capacity of Show) minus the tickets sold.
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Question 3 (15 points)

Consider the following abstract class:

public abstract class Suggestion {

}

/** The agency to which this suggestion belongs. x*/
protected final Agency agency;
/% Constructs a suggestion for a given agency. =/
protected Suggestion(Agency agency) {

this.agency = agency;
} .
/#+ Returns a suggestion for a given customer. x/
abstract public Set<Show> getShows (Profile cust);

You are asked to program two (concrete) classes extending Suggestion.

a. (2 points) What does the keyword protected in front of the declarations of the field agency and the

constructor Suggestion mean?

. (5 points) Program a class GenreOverlap extending Suggestion, in which getShow returns all

shows available through the agency that satisfy all of the following conditions:

- The customer hasn’t yet booked the show;
- The show has at least one of the genres of the customer’s preference;
- The show is not fully booked.

For instance, if the agency offers the movie Serendipity with genres comedy and romance, and Once
upon a Time in the West with genre western, then a customer with preference comedy and western
would be suggested both of these movies under the Genreoverlap policy.

Shows that are not TypedsShows will never be suggested, as no gente is known for them.

. {5 points) Program a class GenreInclusion extending Suggestion, in which getShow returns all

shows available through the agency that satisfy all of the following conditions:

- The customer hasn’t yet booked the show;
- The show’s genres completely fall within customer’s preference;
- The show is not fully booked.

For instance, in the same example as above, only Once upon a Time in the West will be suggested
under the GenreInclusion policy.

. (3 points) suggestion is an abstract class. How would the solutions to the previous subquestions

have to change if it had been an interface? (You only have to describe the change in words, not give
the full code.)
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Question 4 (10 points)

Consider the following class Ticket, representing a ticket to a show, with a given named owner and price:

public class Ticket ({
private final String owner;
private final Show show;
private final double price;

// Constructor to be programmed
public String getOwner () {

return owner;

public Show getShow() {
return show;

public double getPrice() {
return price;

a. (3 points) Define a class TicketException that extends Exception.

b. (7 points) Program the constructor of Ticket, taking the following into account:

1

It takes an Agency, a Show and a Profile as parameters;
It throws a TicketException, with an appropriate message, if the show is booked full;

- It also throws a TicketException, with an appropriate message, if the profile already has
booked the show;

It determines the ticket’s owner and price based on the profile.

1
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Question 5 (15 points)

Suppose that we have two concurrent bookings at the same agency, as follows:

public class Booking extends Thread {
private static final Agency TICKET_MASTER = new Agency () ;
private static final Location KINEPOLIS = new Location ("Kinepolis_1", 150);
private static final Show ASSASSINS_CREED = new Movie (KINEPOLIS, 12.0);

public static void main(String[] args) {
TICKET_MASTER.addShow (ASSASSINS_CREED) ;
Booking agnes = new Booking(2);
Booking bert = new Booking(5);
// start two bookings concurrently
agnes.start ();
bert.start (});
try {
agnes.join();
bert.join();
} eatch (InterruptedException exc) {
// do nothing
}
System.out.println ("Tickets_left: "
+ TICKET_MASTER.getSpace (ASSASSINS_CREED));

/#*% Number of tickets to be booked. */
private final int count;

/## Constructs a booking for a given number of tickets. »*/
public Booking (int count) {
this.count = count;

/** Runs the booking. =/
@Override
public void run() {
TICKET_MASTER.bookShow (ASSASSINS_CREED, count);

a. (4 points) What are the possible values printed by the main method? Elaborate your answer

b. (3 points) If we remove the entire try-block
try {
agnes.join{();
bert.join();
} eatch (InterruptedException exc) {
// do nothing
}

do the possible printed values change, and if so, how? Explain your answer.

c. (4 points) If we change the run method into

public synchronized wvoid run() {
TICKET_MASTER.bookShow (ASSASSINS_CREED, count);

}

how does this affect the program? In particular, do the possible printed values change, and if so, how?
Explain your answer.
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d. (4 points) If we change the run method into
public void run() {
synchronized (TICKET_MASTER) ({
TICKET_MASTER.bookShow (ASSASSINS_CREED, count);
}
}

how does this affect the program? In particular, do the possible printed values change, and if so, how?
Explain your answer.

Question 6 (15 points)

)

Imagine there’s a company selling an internet-connected surveillance camera targeted at consumers. It is
advertised as being easy to use: “simply connect it to your home network and you can manage your camera
from all over the world in our cloud-based service!”. To be able to access their camera, consumers need to
2o to the cloud service’s website and log in with the password printed at the back of the camera.

a. (3 points) Suppose you managed to get hold of a couple of such cameras and you started to notice a
pattern in the 12-character default passwords:

- First, all passwords start with the text “IPC”,

- this is followed by either an “n” or a “k”,

- after which come 6 characters from the set {“a”, “b”, “c”, “d”},

- which is followed by 2 characters chosen from the whole lowercase (latin) alphabet (“a”-“z")
and numbers (0-9).

How many different passwords are possible with such a scheme? Explain your answer.

As people start to own more than one camera, having to log in separately for each of them is not very
convenient. Consumers start to ask for a nice dashboard to manage and view the output of their cameras.
To be able to support this, the company allows users to create a personal account at the company’s cloud
service. After choosing a password, consumers can then add the cameras to their accounts.
The company realizes it should not save the consumers’ passwords in their database as is and decides
to applyxa hash to the password before storing it.
~F

b. (4 points) Explain how a hashed password can still be used to authenticate users and explain why it
is a good idea to apply a hash function to passwords before storing them.

¢. (4 points) The company has the option to use either SHAI or scrypt as the hash function to apply
for storing the password. Which hash function would you advice the company to choose? Elaborate
your answer.

The camera itself also contains software (it’s so-called “firmware”) and the company would like to be able
to update this software over the internet. However, they of course do not want any changes to be made to this
new firmware while in transit (intentionally or otherwise). In the initial version they send a cryptographic
hash of the firmware alongside the firmware to attempt be able to check whether the firmware had been
modified.

d. (5 points) Explain why this approach is not sufficient to prevent a “man-in-the-middle” attack. In
addition, mention at least one cryptographic technique that does allow the detection of malicious
changes.



